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Entrevista: especialistas da International Technology L aw Association

Spacca
Clique aqui paraler eminglés

Leis nacionais, leis especificas, acordos bilaterais, tratados
internacionais, regras comunitarias. Hoje, ha regulamentacéo
de todo tipo e natureza ditando regras para as relagcOes travadas
por meio dainternet. Adicione a esse quadro o fato de cada
norma ser interpretada de um jeito pelos tribunais de cada pais
e 0 resultado € uma colcha de retalhos, assim descrita por uma
das mais respeitadas associagoes de advogados especializados
em Direito Eletronico, al nternational Technology L aw
Association (I TechLaw).

}5 A associagao encarou o0 desafio proposto pela Consultor

< Juridico e convocou uma grupo de especialistas para discutir
os principais dilemas que a tecnologiaimpde ao Direito. Para
responder as perguntas feitas pela ConJur, alTechLaw
selecionou onze advogados. Juntos, eles agregam o
conhecimento internacional necessario paratransitar com
seguranga sobre assuntos como comércio eletrénico, disputade
patente, protecéo da privacidade e 0 uso da tecnologia como
aliada da Justica.

Uma das conclusdes do grupo € que, num mundo ideal, existiriaumalei Unica dizendo o que pode e 0
gue ndo pode ser feito nainternet e como agir em caso de violagdo das regras. No mundo real, essa
legislaco Unicando € possivel. O exemplo europeu esta ai para aprovar isso. Por mais que tente, a
Unido Europeia ndo consegue estabel ecer normas Unicas para as relagdes travadas online. Quer dizer,
pode até estabel ecer uma regra Unica, mas a interpretacdo dessa regra acaba sendo deixada a cargo de
cada pais.

A saida para, pelo menos, diminuir o nimero de retalhos dessa colcha seria criar um tribunal
internacional de arbitragem capaz de resolver os conflitos ligados ainternet. Ai sim, com o tempo, seria
criada uma jurisprudéncia mais uniforme. O dificil é recrutar esforcos para criar esse tribunal. A colcha
de retalhos interessa a muita gente, explicam os especialistas. E usada como estratégia na disputa de
patentes, por exemplo.
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A ITechLaw foi criadaem 1971 e reline membros espal hados por mais de 60 paises. As perguntas foram
respondidas pel os seguintes especialistas: Brian Hall, Sabine Lipovetsky, Rodolfo Fernandez,

Rory Radding, James Gatto, CharlesMudd Jr., Talha Salaria, Salman Waris, Gerrit
Vandendriessche, Jeremy Morton e John Beardwood. A entrevistafoi feitaoriginamente em inglése
traduzida para a conveniéncia dos leitores da ConJur. Clique aqui se preferir ler a versdo eminglés.

ConJur —Quais sdo os maiores desafios que a internet impde para o Direito? Como lidar com eles?
| TechLaw — A internet criou varios desafios. Os maiores dizem respeito a definicdo de jurisdicdo e a
jurisprudéncia ainda pouco desenvolvida sobre os assunto. A natureza global dainternet suscita questdes
relevantes, como: as leis de qual jurisdicdo devem ser aplicadas, quando um usuario esta sujeito a
jurisdicdo num pais estrangeiro e se jurisdicdes estrangeiras vao cumprir leis de outras jurisdicdes
estrangeiras. Esses questionamentos s&o especial mente importantes quando o provedor de internet esta
localizado em umajurisdicdo e o usuario, em outra. Acordos e contratos que regem arelacéo entre
provedores e usuarios podem orientar sobre como agir. O auxilio de um advogado com experiénciaem
mais de uma jurisdicdo também esta se tornando cada vez mais importante. A internet propicia o
surgimento de novas disputas. Muitas vezes, podem ser aplicados para resolver essas disputas principios
tradicionais legais. Vé&m sendo criados estatutos para orientar a aplicagéo dessas leis. A0S poucos, casos
novos também sdo decididos pela Justica e vao moldando a jurisprudéncia no assunto. Ainda assim,
guestdes novas surgem constantemente e a incerteza sobre como essas questdes vao ser tratadas
preocupa advogados e clientes. O que as empresas tém sido obrigadas a fazer é despender recursos em
pareceres juridicos especul ativos, e ndo baseados em precedentes juridicos ou em leisformais. A boa-fé
no direcionamento dos negdcios ligados ainternet e a capacidade de se adaptar ao cenario em constante
mutacdo devem ser 0s objetivos das empresas que atuam nessa area. O uso dainternet esta cadavez mais
em expansao, 0 que pode ser comprovado pela explosdo das midias sociais. Advogados mais informados
e empresas mais bem aconsel hadas estardo mais bem preparados para lidar com as atuais e futuras
discussoes legais.

ConJur —A internet € umarede mundial, que atinge todos os lugar es. E possivel regulamenta-la?
Como?

| TechLaw — A regulamentac&o dainternet hoje é feita por uma colcha de retalhos de medidas legais.
Leisgerais nacionais sdo aplicadas ailicitos cometidos com o uso dainternet, mas sem umarelacdo
direta com arede, por exemplo, crimes comerciais e financeiros e invasdo de privacidade. Ja para outras
questdes ligadas diretamente a internet, como as responsabilidades e obrigacdes dos servidores, séo
necessarias leis especificas. Também existem normas para estabel ecer alei de qual pais deve ser
aplicada em cada caso. SO leis nacionais ndo bastam. Ja que ainternet ndo tem fronteiras, séo
necessarios instrumentos internacionais também. E importante ressaltar, no entanto, que legislacio nem
sempre é aresposta. Os agentes privados, principal mente empresas e associacdes da area de tecnologia,
desempenham um papel importante na regulacdo dainternet, por meio da adogdo voluntéria de cédigos
de conduta e pela celebracdo de acordos bilaterais. Um bom exemplo de autorregulacéo da rede séo os
acordos que detentores de direitos autorais podem firmar com sites de compra paraimpedir a
falsificacdo. Quando necessério, essas empresas podem adotar medidas técnicas para bloquear 0 acesso
ao conteido e minimizar os riscos de falsificagéo.

ConJur — E possivel e desgjavel estabelecer uma lei internacional Gnica ou cada pais deveter a sua
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propria legislacdo?

| TechL aw — Esse propdsito € mais desgjavel do que possivel. Dado que ainternet é internacional,
deveriamos ter um quadro juridico internacional também. A regulamentagéo do comércio eletronico
chegou a ser discutida em féruns internacionais no final da década de 1990. O resultado foi alei modelo
de 1996 sobre comércio online da Comissédo das Nagdes Unidas sobre Direito do Comeércio Internacional
[Uncitral, na sigla eminglés]. Essalei regula os principais aspectos do comércio eletrénico e foi
observada pelos paises na hora de desenvolver sua propria legislacdo. Mas ndo foi suficiente e, na
prética, cada pais acabou adotando suas préprias regras. Outros assuntos ligados ao uso da internet,
como a protecdo de dados, também tém sido deixados para cada Estado regulamentar. A Unido Europeia
tem leis harmonicas na area de tecnologia, mas cabe a cada pais interpretar e aplicar essas leis. A davida
nainterpretacdo dessas normas europeias faz com que os paises adiem a sua aplicacdo a espera de uma
orientacdo do Tribunal de Justicada UE. Ainda assim, o tribunal apenasinterpretaalei e deixa que os
tribunais de cada pais apliquem anorma ao caso concreto. A realidade europela mostra a dificuldade de
desenvolver leisinternacionais efetivas.

ConJur — Se cada paistem suas propriasregras para ainternet, como decidir qual legislacdo deve
ser usada parajulgar disputasinternacionais?Por exemplo, quando uma empresa de um pais
hospeda seu site em outro e comete um crime na inter net.

| TechL aw — Quando se trata de relacdo entre empresas de paises diferentes, normalmente quem ditaas
regras € um contrato assinado pelas duas. Ai 0 aconselhavel € levar os litigios para arbitragem, que
resolve os conflitos num prazo razoavel. Quando ndo ha esse contrato, algumas jurisdicdes tém
entendido que a disputa deve ser regida pelalel do pais onde fica o servidor. Outras, no entanto,
entendem que vale alei do local onde aconteceu a violacdo. Neste Ultimo caso, o problema é a
impraticabilidade de exigir que umaempresa cumpraleis de varios paises. A definic¢éo do foro também
tem outra variante que € se o Site estava ativamente dirigido para o pais onde foi cometida ainfracdo ou
se apenas podia ser acessado de &

ConJur — A Appletem movido agdes judiciais contra a Samsung em todo o mundo e em cada pais
o resultado da disputa € um. Como lidar com situacdo: decisdes conflitantes sobre as mesmas
guestdes, envolvendo as mesmas partes, mas em paises diferentes?

| TechL aw — Nés discordamos que as decisdes tratem das mesmas questdes ou que os resultados estejam
necessariamente em conflito. No geral, direito de propriedade intelectual € um direito nacional e deve ser
interpretado de acordo com alei do local onde ocorreu a suposta violago. E o caso das patentes. Essa
habilidade das empresas de agir em diferentes paises tem vantagens téticas. O custo potencial pode ser
considerado um impedimento ao litigio. Se fosse maisfacil e barato fazer valer direitos de propriedade
intelectual em varios paises ao mesmo tempo, empresas rel ativamente pequenas poderiam ser
beneficiadas, assim como também poderiam ser favorecidos os chamados trolls de patentes que
adquirem patentes de terceiros. A abrangénciainternacional de uma decisdo sobre propriedade
intelectual significaria perder completamente o direito em um Unico golpe e isso é visto por muitos como
altamente indesgjavel. Na Uni&o Europeia, existem propostas para introduzir uma patente Gnica e um
sistema unificado para solucionar litigios. Essas propostas sdo bastante criticadas. Primeiro, porque
poderiam tornar muito facil conseguir umaliminar para garantir um direito néo legitimo e, segundo,
porque caberia ao Tribunal de Justica da Uni&o Europeiainterpretar alei europeia, atrasando aindamais
aresolucdo de disputas. Seriainteressante criar um tribunal internacional de arbitragem para resolver
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questdes ligadas a internet, tecnologia da informacéo e telecomunicacfes, com érbitros experientes
nessas areas. Sendo, continuaremos tendo essa colcha de retalhos usada para solucionar disputas
internacionais.

ConJur —No mundo digital, pode-se compartilhar com os amigos qualquer contedo, como
musica e filme, sem qualquer interesse delucro. 1sso deve ser consider ado pirataria?

| TechLaw — Os direitos autorais variam ao redor do mundo. Nos Estados Unidos, sO os detentores dos
direitos autorais € que podem copiar e distribuir amusica ou filme, por exemplo. Se outra pessoa fizer
iSs0, como regra, esta violando os direitos autorais. Um dos problemas de permitir gue usudrios
compartilhem arquivos com amigos € que, na era da midia social, as pessoas tém centenas ou milhares
de ligaghes nas suas redes sociais. Se cada destinatario compartilhar uma musica, por exemplo, com
apenas algumas centenas de seus amigos, rapidamente serdo mais de um milh&o de copias
compartilhadas. Essa distribuicao prejudica o mercado e reduz o lucro dos detentores dos direitos
autorais. Por isso, agueles que detém propriedade intelectual defendem que qualquer compartilhamento é
pirataria. Ja os usuérios argumentam que impedir atroca com familiares e amigos tornaineficaz o direito
deles sobre a obra que adquiriram. Cada jurisdicdo, da sua maneira, esta se esfor¢ando para encontrar um
equilibrio justo.

ConJur — A pirataria digital deve ser tratada de uma maneira diferente do que a pirataria
tradicional?

| TechL aw — H& uma diferenca na forma de fiscalizagcdo, mas da perspectiva legal, as duas devem ser
tratadas da mesma forma. Na pirataria digital, a dificuldade é lidar com as expectativas dos
consumidores ja que, navidareal, amigos e familiares compartilham musicas e outros arquivos e
acreditam que isso sgja legitimo. A abordagem europeia € diferente da norteameri cana nesse aspecto,
mas também tem seus problemas. Na maioria dos paises da Uni&o Europeia, alegislacdo permite que
amigos e familiares fagam cdpia de arquivo para uso pessoal. Os detentores dos direitos autorais s&o
compensados a partir de esquemas de impostos em cima de equi pamentos usados para fazer essas copias
caseiras. O problema desse esquema € que pode aumentar significativamente o preco de venda desses
equipamentos eletrénicos, além de uma interminavel disputa sobre os impostos de equipamentos
vendidos para uso comercial e sem o objetivo principal de reproducéo de material com direito autoral.
Esse sistema de impostos na Europa jafoi classificado como arbitrario, inconsistente, injusto e opaco,
mas repetidas tentativas de melhoré-lo falharam. O Reino Unido € um dos poucos paises da UE que ndo
usa esse sistema. Os briténicos estudam como introduzir um esguema que permita a copia privadaem
pequena escala e sgja justo tanto para os titulares de direitos autorais como para 0s usuarios. O pais deve
anunciar em breve umalei sobre esse assunto.

ConJur —Os provedores de acesso e servidores de internet devem ser obrigadosa monitorar o que
osinternautas fazem online? Eles podem ser responsabilizados por contetido abusivo, por
exemplo?

| TechL aw — N&o, provedor e servidor ndo devem ser responsabilizados pel os atos de seus usuarios,
desde que zelem pelo uso que é feito da sua plataforma. Quando a internet surgiu, um provedor era
responsavel apenas por fornecer o acesso a ela. Na Ultima década, com a expansao do alcance e do uso
dainternet, os deveres e responsabilidades de todas as partes associadas a rede tém aumentado. Hoje,
espera-se que tanto o provedor como o servidor assumam certa responsabilidade pelo conteiido que é
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carregado em sua plataforma. A maioria das jurisdi¢cdes ndo impde a supervisdo de contelido como um
dever legal expresso, mas espera que os provedores e servidores usem seu poder discricionario para
tomar medidas razoaveis paraimpedir contetido difamatorio, racista, pedofilo, que invada a privacidade
alheiaou viole direito autoral, por exemplo. O recomendavel é que os servidores e provedores
encontrem um caminho do meio: ndo precisam fazer um controle rigoroso do uso feito pelos seus
clientes, mas precisam supervisionar €, assim que comunicados, devem remover rapidamente contelido
considerado abusivo.

ConJur — O provedor deve ser obrigado a fornecer dados cadastr ais de seus usuéarios quando ha
suspeita de crime? Como equilibrar esse dever com o respeito a privacidade dos inter nautas?

| TechLaw — O ponto crucia paraencontrar esse equilibrio estd em interpretar a nogdo de expectativa
razoavel de privacidade. Dois elementos sdo importantes para interpretar essa expectativa: se houve
algum esforgo para manter algo privado e se a sociedade concorda que esse algo deva ser mantido
privado. Os prestadores de servigo devem ser obrigados a fornecer os dados dagueles que cometem
crimes online quando solicitados e também devem manter, por um prazo razoavel, provas el etronicas
relevantes. Dessas obrigacfes, emergem duas questfes praticas que precisam ser lidadas. A primeiraéo
custo para armazenar as informagdes. A segunda € o cuidado para que pessoas inocentes ndo sejam
injustamente acusadas por conta de dados incorretos fornecidos a Policia ou a Justica, principamente
guando criminosos invadem computadores de inocentes e 0s usam para cometer crimes.

ConJur — O contetido publicado nainternet fica acessivel para sempre. Quando alguém

€ acusado por um crime, mesmo depois de absolvido, noticias sobr e sua acusacao podem continuar
disponiveis na rede indefinidamente. E possivel preservar areputacio de uma pessoa, sem violar a
liber dade de expressao online?

| TechLaw — A liberdade de expressao implica deveres e responsabilidades, que sdo necessarios em uma
sociedade democrética para preservar areputacao das pessoas e impedir a divulgacéo de informaces
confidenciais. Asleis de difamac&o valem também para ainternet. Donos de sites, provedores e
servidores devem remover conteido considerado difamat6rio. Quando necessario, os tribunais podem
interferir para garantir a remocao desse contetido. Mas, se por um lado é facil a proliferagdo da noticia
sobre a acusagdo criminal, 0 mesmo mecanismo de divulgacdo esta disponivel paraanoticiada
absolvicao. Questdo mais delicada é aimplementacéo de principios de privacidade dos dados no mundo
online, principalmente nas midias sociais. A dificuldade de apagar ou corrigir dados levou as autoridades
da Unido Europeia a propor a criagdo do chamado direito de ser esquecido, ainda em discussao

[a proposta garante o direito de cada um solicitar que informacdes sobre s mesmo sejam apagadas da
internet].

ConJur —De que maneira a tecnologia pode auxiliar a Justica?

| TechL aw — O uso da tecnol ogia pode tornar o sistemajudiciario mais acessivel, eficiente e rapido.
Permitir que juizes, servidores, advogados e a sociedade, em geral, acessem documentos judiciais online
aumenta a transparéncia, além de reduzir a custosa movimentacdo fisica de pessoas e papeis. Economiza-
se tempo e, sem duvida, contribui parareduzir alentidéo judicial. Muitas jurisdi¢cdes, como o Brasil ea
Bélgica, adotaram ou estéo adotando a tecnologia em seus sistemas juridicos. O custo de tal progresso e
afalta de treinamento dos funcionérios dos tribunais sdo, muitas vezes, os maiores obstaculos a
informatizacéo da Justica. No entanto, embora o investimento financeiro inicial seja elevado, os gastos
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tendem a diminuir em médio e longo prazos. A tecnologia também facilita o compartilhamento de
conhecimento juridico. Com ainternet, qualquer um pode acessar leis e orientagbes legai s gratuitamente.
Os avancos legais e dajurisprudéncia sdo distribuidos e compartilhados na velocidade daluz. Isso €, de
algumaforma, a democratizacéo do Direito.

ConJur — Alguns paises, como 0 Reino Unido e o Brasil, tém colhido depoimentos em processos
criminais por meio de videoconfer éncia. Em alguns, fala-se até em per mitir o julgamento de
acusados por cortesvirtuais. Qual € a opinido da associacdo sobr e isso?

| TechL aw — Tanto os tribunais de Justica como os tribunais arbitrais devem usar atecnologia em
audiéncias, como, por exemplo, sistemas de videoconferéncia que sgjam seguros e garantam a
confidencialidade e privacidades das partes envolvidas. Os chamados tribunais virtuais ja foram
introduzidos nas fases iniciais do processo pena em alguns lugares [na Inglaterra, por exemplo] e
podem tanto reduzir os custos do processo como aumentar a eficiéncia da Justica. No entanto, para
julgamentos maiores, nés enxergamos obstacul os significativos no uso de cortes virtuais. O processo
judicial deve ser totalmente publico. O modelo de cortes virtuais em qualquer fase do processo tem sido
Visto como uma obstrucdo do acesso dos acusados a seus advogados e também tem sido criticado por
impor restrices aos réus que acabam sendo obrigados a depor sentados numa delegacia de Policia, por
exemplo. JAnos casos Civis, Ndo € sempre Necessario que empresas experientes participem pessoa mente
de cada procedimento processual.

Leiaaentrevista em inglés

| TechLaw interview

One of the fastest growing areasin the Law of this new millennium is the one concerning technology.
Issues arising from the Internet and new relationships originating from digital mediaimpose a huge
challenge to both judges and lawmakers. To discuss these new challenges and try to answer some of the
questions born from the clash of Law with Technology, the Brazilian news website Consultor Juridico
has interviewed a group of specialists from the International Technology Law Association (I TechLaw),
an organization created in 1971 which gathers lawyers working in the technology sector all over the
world. The questions were posed to | TechLaw by the international correspondent Aline Pinheiro and
were answered by eleven experts from the association who, together, aggregate the knowledge to talk
confidently about e-commerce, arbitration, data protection, social media and other mattersin the current
globalized scenery. The interview was made in English and translated to Portuguese for the convenience
of ConJur’sreaders. Here isthe English original.

ConJur —Which arethe most challenging issuesthe Internet bringsto law? How can they be dealt
with?

| TechL aw — The Internet has created several challenges as it relates to the law, but two of the most
challenging pertain to the uncertain jurisdictional issues created by the Internet and the undevel oped
legal precedent caused by emerging Internet law issues. The Internet, by its very nature, isglobal. As
such, its use raises issues, among which some of the most important are: which jurisdiction’s laws apply,
when does a user subject herself to jurisdiction in aforeign country, and if foreign jurisdictions will
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enforce other foreign jurisdictions' laws in the same way. These become particularly applicable when an
Internet Service Provider (ISP) islocated in one jurisdiction and the user is located in another. It is
difficult to find counsel that is versed in the laws that may apply throughout various jurisdictions.
Website agreements and other contracts governing the relationship between | SPs and users can provide
insight into how these particular issues are resolved. Use of counsel with expertise in more than one
jurisdiction, especialy if conducting business in more than one jurisdiction, is becoming extremely
important. Thus, businesses and individuals alike should understand which activities may subject them
to liability in aforeign jurisdiction. While the Internet has provided a new forum in which legal disputes
may arise, traditional legal principles oftentimes apply. Statutes are regularly being introduced that
address particular Internet laws, such as those related to data security breaches or online endorsements
and testimonials. In addition, cases are regularly being decided that shape the jurisprudence asiit relates
to certain Internet-based disputes, such as whether use of keywords may amount to actionable trademark
infringement. New issues are constantly emerging as aresult of the Internet. Such issues may relate to
substantive laws as well as ethical considerations for attorneys. The uncertainty with which such novel
issues are to be resolved is the cause of much concern for attorneys and clients alike. In order to deal
with the uncertainty, businesses are being forced to expend resources on legal opinions that may be
speculative rather than based upon established precedent or law. However, the exercise of good faithin
making such business decisions, coupled with the ability to adapt to the ever-changing legal landscape of
the Internet, should be the goal. Ultimately, we can all agree that the Internet is not going away. Instead,
itsuse is ever-expanding, as evidenced by the explosion of social media and the associated legal issues.
Therefore attorneys and businesses alike that can remain educated about and advised of, respectively, the
ever-changing legal landscape, will remain in the best position to deal with what may come next.
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ConJur —The Internet being a worldwide network, it reaches everywhere. Isit possible to regulate
it? How?

| TechL aw — The Internet involves different forms of regulation, mainly a patchwork of legal measures.
General national laws may apply to illicit actions committed on or with the help of the Internet but that
have nothing specific to the Internet: commercia and financia crimes, invasion of privacy, etc. But
specific laws have been necessary to deal with Internet issues: liability and obligations of Internet
providers, attacks on security systems, piracy, etc. These must work alongside legal rules that determine
when the laws of a particular country will apply to an Internet-related issue. There are inherent limitsto
national laws, which are insufficient to regulate the Internet as the Internet does not have borders.
International instruments had to be developed: treaties, customs cooperation, and rules devel oped by
regional/international institutions (such as the WIPQO for [P rights, in particular in relation to domain
names). Some institutions like the Internet Corporation for Assigned Names and Numbers (ICANN) or
Internet Assigned Numbers Authority (IANA) were created to meet the specific needs of aworldwide
Internet regarding domain names and | P addresses. Other institutions may also offer alternative dispute
resolution procedures, like the WIPO and its UDRP procedures for generic top-level domains.
Legisation is not always the answer. Private actors (mainly corporations and associations) also play a
significant role in regulating the Internet, by adopting voluntary codes of conduct and charters, and by
entering into bilateral agreements. Good examples of self-regulation are the agreements that intellectual
property right holders may enter into with marketplace websites or online payment service providers so
asto regulate counterfeiting. If necessary, these private actors may also use technical measures to block
access to content, and thus limit the risks of counterfeiting.

ConJur —Isit possible and desirableto have an international law or should each country haveits
own? | TechLaw — This purpose is more desirable than possible. Given that the Internet isinternational,
we should have an international legal frame. This has been argued in reputable international forumsin
the late 1990s. The result was the UNCITRAL E-commerce Model Act in 1996 as universal frame
regulating the main aspects of e-commerce contracts and documents. The UNCITRAL E-commerce
Model Act has been considered worldwide for developing regulations in each jurisdiction. However, this
was hot enough and in practice each country actually developed its own

regulations. On the other hand, regulation of e-commerce contractual issuesisjust one aspect of
international Internet law. Other technology contracts, I P issues, and data protection have largely been
deferred to each jurisdiction. In the EU, many of these laws are harmonized, but it has been left to
individual EU states to apply and interpret the provisions, often resulting in divergent decisions as well
as extensive delays while the European Court of Justice (CJEU) determines issues of interpretation.
Decisions of the CJEU are often difficult to apply in practice, asthey leave it up to national courtsto
apply the law to the facts of the case. This highlights the difficulties of devel oping effective international
laws. Thus, to answer the question directly, although it is desirable to have an international law, it will
never be entirely possible to achieve this effectively.

ConJur —If each country hasitsown rulesfor the I nternet, which national law should one court
usetoruledisputesfor international cases? For instance, when an entity from one country hosts
itswebsite in another and commits an offense on the Inter net?

| TechL aw — When a signed contract governs the relationship between entities from different countries it
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isusual to submit the effects of the contract to one national law. In such case it is advisable to submit the
disputes related to the contract either to arbitration or mediation. Arbitration is the best means to resolve
adispute in areasonable timeframe, wherein the award issued by the independent arbitrator/arbitratorsis
then directly enforceable by the parties involved according to the New Y ork Convention. As regards the
application of national regulatory requirements, some jurisdictions have found that the law where the
server islocated governs. Others apply the law where the breach or offense has occurred. The difficulty
in the latter case of course isthe impracticality of complying with multiple different laws. The
application of these principles should also differ according to whether the website was actively directed
at a particular country, as opposed to merely being accessible there.

ConJur —Apple has been filing law suits against Samsung all over theworld and in each country
results are different. How should this situation be dealt with, different decisions on same issues,
involving the same parties, but in different countries?

| TechL aw — We would disagree that the decisions arise from the same issues or that the results are
necessarily in conflict. For the most part, intellectual property rights are national rights and are to be
interpreted according to the national law of the place where the alleged infringement occurs. Thisis
particularly the case in relation to patents. The ability to bring proceedingsin different countries can
confer tactical advantages, and the potential cost and liabilities can act as a deterrent to litigation. If the
enforcement of intellectual property in multiple countries becomes easier and cheaper, this might benefit
relatively small companies with respect to the cost of enforcement, but equally may benefit so-called
patent "trolls" seeking to enforce patent rights that they have acquired from third parties. Furthermore, if
enforcement isto be dealt with multi-nationally then validity must be as well, which means the risk of
losing one' sintellectual property entirely in asingle blow as aresult of one decision. Many would see
this as highly undesirable. Proposals exist in the EU to introduce a single EU patent and a unified patent
litigation system. These proposals have been heavily criticized, first because they introduce the German
"bifurcation” system, which makes it very easy to obtain injunctions on the basis of invalid patent rights.
Secondly, the proposals will for the first time bring European patent law within the jurisdiction of the
CJEU for decisions on interpretation of the new EU-wide legal provisions. Thislatter point islikely to
introduce severe delay into the resolution of patent disputes, based on experience in the EU with
trademark and copyright cases. In the meantime it is possible to obtain a cross-border preliminary
injunction in patent cases under certain conditions, notably from the Dutch courts. As to the broader
guestion of a uniform system to resolve disputes concerning e-commerce, major state actors are for the
moment reluctant to achieve uniformity in the regulation of the Internet and in the resolution of Internet
disputes. The issue should be addressed by governments through international institutions, such as
UNCITRAL and WIPO, pressing countries and the entities in each country to accept the submission to
an international regulation and arbitration system. It would be of interest to create an international court
of arbitration focused on the Internet, IT and Telecoms sectors, with appropriate arbitrators experienced
in the Internet and technology world. Otherwise, conflicting situations will continue creating a
patchwork of global dispute resolution. For the moment, disputes between parties on |P matters, and
others without a prior contract, only could be addressed to arbitration if both parties accept it. Thisis
difficult in practice and in each jurisdiction the affected entity who envisages a bad result very much
prefers the domestic judge for solving such conflict, expecting a better decision than would be expected
from the arbitrator.

ConJur —In thedigital world, one may share any content, such as music and film, with one’'s
friends without any profit interest. Should that be considered piracy?
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| TechL aw — Copyright law varies around the world. In the U.S., copyright owners have certain
exclusive rights, including the exclusive right to copy and redistribute the copyrighted material. Copying
or redistributing content without authorization constitutes infringement unless an exception applies. One
exception is“fair use.” One of the factorsin determining fair use is the effect of the use upon the
potential market. For content owners, one of the problems with enabling users to share with friendsis
that some users have many “friends.” In fact, in this age of social media, many people have many
hundreds or thousands of connections through their social networks. A single share of a song by one
person could reach over athousand people. If each recipient shares with just afew hundred of their
friends, there can quickly be over amillion copies shared. Thisis quite likely to have an adverse effect
upon the potential market for the song. Even if the users who share the content do not profit, there are
adverse consequences for the content owners. Even if auser only sends several copiesto friends, the
network effect has the potential to divest the content owners of potential profit. Moreover, trying to
carve out a specific variable amount of "how many istoo many" is a challenge. For at least these
reasons, most content

owners would strongly argue that thisis piracy. In contrast, content users would argue that to interpret
the scope of fair use too narrowly isto effectively render the right ineffective. Each jurisdiction is still
endeavoring to find the right balance between these two sets of rights.

ConJur — Should digital piracy be dealt with in a different way than traditional content piracy?

| TechLaw —When it comesto digital content, piracy is actually easier. There are differences in how
piracy is policed due to the distributed nature of digital piracy (multiple users sharing with other users
vs. one company making physical copies with expensive copying machinery). But from alegal
perspective unauthorized copying of digital content (absent an applicable exception) should be dealt with
in the same way as with traditional content. The problem is matching thislegal notion to the
expectations of consumers, when the redlity is that friends and family will always share music and other
content, believing this to be legitimate. The European approach is different, but has not been without
problems. In most EU countries, legislation permits "friends and family" to make copies for personal
use, and right holders are compensated through levy schemes (or occasionally, state compensation
schemes). However, the levies can significantly increase the retail price of equipment aswell as
recording media, and the system has led to an endless string of disputes as eager collecting societies
claim levies on an ever-wider range of equipment, in many cases despite the equipment being sold
mainly for business use, or its primary purpose having nothing to do with reproduction of copyright
material. In turn this hasled to the need for the CJEU to resolve disputes and clarify the permitted extent
of the levy concept under EU law. The levy system has thus been strongly criticized as arbitrary,
inconsistent, unfair and opague, but repeated attempts to improve it have failed. The UK is one of the
few EU states committed to shunning any sort of levy system, but it in turn is now grappling with how to
introduce a private copying exemption that is fair to both right holders and users, whilst reflecting the
reality that private copying on a small scale cannot realistically be prevented. UK legislation on thisis
expected soon.

ConJur — Should Internet access providersberesponsible for supervising what Internet usersdo
using their services?

| TechL aw — At itsinception, an Internet access provider was merely responsible for providing access to
the Internet to users. However, over the
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last decade, with the growth of the role of the Internet in global integration, the duties and
responsibilities of all parties associated with the Internet have increased manifold. With easy accessto
content over the Internet as a source of information, such content may be used by vested parties to cause
detrimental effects on society. For example, recently in India, circulation of mass emails, aswell as
content being posted on social media forums, informed members of a certain ethnic community that they
would be subject to acts of aggression. Consequently, this resulted in mass exodus of the community
members. Upon investigation, it was established that the mass emails, as well as the content that was
uploaded, were based on mere rumors circulated by miscreants. An Internet access provider is now
expected to step out of itstraditional role of being a mere service provider and assume a diverse role,
which includes being responsible for content being uploaded on its platform. Most jurisdictions do not
impose an explicit statutory duty upon an Internet access provider to supervise content. However, the
Internet access provider is expected to use its discretion to undertake reasonabl e steps to ensure the
quality and nature of the content being published or hosted by its users. In this regard, an Internet access
provider should take due steps of diligence and exercise abundant caution to ensure that the platform is
not being misused by the users to the knowledge of the ISP. That said, it would usually not be prudent
for an ISP to adopt a universal monitoring policy, which would render it more likely to be held liable for
content. Relevant problematic content could include content alleged to be blasphemous, defamatory,
obscene, pornographic, pedophilic, invasive of another’s privacy, hateful, or racially and ethnically
objectionable. More broadly, | SPs are often involved in disputes about infringement of copyright. While
an Internet access provider should not be made expressly liable for not supervising what Internet users
do using their services, there should be an onus cast upon an Internet access provider to ensure that the
platform is not knowingly misused. As a good practice, the Internet access provider must have an
effective mechanism in place to promptly remove any such content, upon receiving notice of the same.
Based on the above, while it is not recommended for Internet access providers to undertake stringent
monitoring duties, a stance of complete dissociation with the content being uploaded onto the Internet
(viaits platform) is also not recommended. Ideally Internet access providers should adopt a middle path
wherein, while not strictly supervising all content being handled by users, it does take reasonable
measures to act when notified, and imposes clear policies on users. So, while an express response to the
guery is no, an Internet access provider should not be responsible for the actions of its users, this
exemption should only be applicable if the Internet access provider has either acted responsibly or
exercised due care and diligence in providing the platform.

ConJur —How should privacy be balanced with the duty to fight online criminal offenses? Should
I nter net access providers be bound to keep and give potential evidence of crime upon request?

| TechL aw — The crux of the balance between the duty to fight online criminal offences and concerns
about privacy liesin the interpretation of the notion of “reasonable expectation of privacy”. Itis
essentially two elements that contribute to this expectation: an effort must be made to keep something
private, and society must agree that it should be private in the circumstances. Due to the fluid and global
nature of the Internet, in order to be able to prevent criminal acts online and identify culprits of a cyber
offence, there must be a reasonabl e tradeoff between individual privacy and criminal enforcement, by
putting obligations on service providers to identify perpetrators of a crimina act online when requested,
and retain for areasonable time limit, or as per directions of the court, relevant el ectronic evidence so as
to be able to bring to justice the perpetrators of criminal offences. Two practical issues arise: first, the
cost of administering such procedures, including the cost of physical storage, which should be borne
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fairly. Secondly, it isimportant that innocent individuals are not wrongly accused, and involved in
investigations or prosecutions, as aresult of incorrect data being supplied to law enforcement agencies
by 1SPs. The use of innocent individuals PCsin "botnets' is an example of criminal misuse of computer
networks, of which ISPs and law enforcement agencies must remain aware and fully informed so asto
target the true criminals.

ConJur — Anything that is put into the Web may be accessible forever. If someone is charged with
any offence, even if afterwards acquitted, news about his charge might be accessible to everyone
indefinitely. How to deal with freedom of expression and protect one’sreputation?

| TechL aw — The right to freedom of expression carries with it duties and responsibilities necessary in a
democratic society, for the protection of the reputation and rights of others, for preventing the disclosure
of information received in confidence, and for maintaining the authority and impartiality of the
Judiciary. The laws of defamation apply to the Internet, and website

owners and | SPs have arole to play in removing content notified to them as being allegedly defamatory.
If necessary, courts can be asked to intervene. One might add that if it is easy for news of acrimina
charge to proliferate, then individuals also have at their disposal ready means of disseminating the news
of an acquittal. A more subtle point concerns implementation of data privacy principlesto the online
world, in particular within social media. The proliferation of data that may be inaccurate, and the
difficulty of erasing or correcting it, has led EU authorities, for example, to propose a "right to be
forgotten," enforceablein law [if such proposal were implemented, people would have the right to
reguest that information related to themselves be deleted)].

ConJur —How can the technology help Justice?

| TechL aw — Technology can help Justice by making the court system more accessible, more efficient
and quicker. A court system allowing judges, court staff, lawyers and citizens to access, exchange and
file documents and information in a networked environment increases transparency and avoids costly
physical movement of persons and files. This saves time and can undoubtedly contribute to reduce the
court backlogs. Although the initial financial investment can be very high, the use of technology can
allow Justice to cut budgets in the middle or on the long term. Fewer people will be necessary to “ shuffle
papers,” and judges will be able to focus more on their core task, i.e., rendering judgments. Technology
also facilitates accessing and sharing legal expertise. With the Internet, legal rules and free legal advice
are nearby and easy to access for any person. The Internet also allows the distribution and sharing of
new case law, insights and legal developments on aworldwide scale and at the speed of light. Thisisin
away akind of democratization of law. Many jurisdictions have adopted or are adopting technology in
their legal systems, such as Brazil and Belgium. The cost of such progress and the lack of training of
court staff are often the most important obstacles to the introduction or rollout of technology in Justice.

ConJur — The United Kingdom has been implementing virtual courts. What isyour opinion about
it?

| TechL aw — Both courts of justice and arbitration tribunals should use technology in hearings, including
secure videoconference systems that

ensure that confidentiality and privacy of the parties and the case are maintained. So-called virtual courts
have been introduced, for example in the early stages of crimina proceedings, and can clearly bring cost
savings and efficiencies. However, in mgjor trials we foresee significant obstacles, not least that the
judicial process should be entirely open to public access. Furthermore, the concept of virtual courts at
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any stage of proceedings has been criticized as obstructing the defendants’ access to their lawyers during
proceedings, and imposing constraints on defendants arising from the environment from which they are
forced to participate in the video link (for example, they may be seated in a police station). On the other
hand, lengthy in-person proceedings are not always necessary in civil proceedings between experienced
business parties, provided that a need for cross-examination of witnesses does not arise in the particular
case.

Date Created
23/09/2012

Page 13
2023 - www.conjur.com.br - Todos os direitos reservados. 23/09/2012



